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Note to reviewers: Green highlights: Areas that WSP will address in future versions 

     Yellow highlights: Areas that require verifications, data gap, or special attention/review 

of HMPC 

44 CFR Requirement 201.6(c)(2): 

[The plan shall include] a risk assessment that provides the factual basis for activities proposed in the strategy to reduce the 
losses from identified hazards. Local risk assessments must provide sufficient information to enable the jurisdiction to identify 
and prioritize appropriate mitigation actions to reduce losses from identified hazards. 

As defined by the Federal Emergency Management Agency (FEMA), risk is a combination of hazard, 

vulnerability, and exposure. òIt is the impact that a hazard would have on people, services, facilities, and 

structures in a community and refers to the likelihood of a hazard event resulting in an adverse condition 

that causes injury or damage.ó 

The risk assessment process identifies and profiles relevant hazards and assesses the exposure of lives, 

property, and infrastructure to these hazards. The process allows for a better understanding of a 

jurisdictionõs potential risk to hazards and provides a framework for developing and prioritizing mitigation 

actions to reduce risk from future hazard events.  

This risk assessment builds upon the methodology described in the 2013 FEMA Local Mitigation Planning 

Handbook, which recommends a four-step process for conducting a risk assessment: 

1. Describe Hazards 

2. Identify Community Assets 

3. Analyze Risks 

4. Summarize Vulnerability 

Data collected through this process has been incorporated into the following sections of this chapter:  

Section 4.1 Hazard Identification identifies the hazards that threaten the planning area and describes why 

some hazards have been omitted from further consideration. 

Section 4.2 Hazard Profiles discusses the threat to the planning area and describes previous occurrences of 

hazard events, the likelihood of future occurrences, and the Regionõs vulnerability to particular hazard 

events. 

Additional County Annexes include a summary of community assets including population, building stock, 

critical facilities, and historic, cultural, and natural resources. Additional details on vulnerability to specific 

hazards where they vary from those of the Region are noted in the annexes. 

4.1 Hazard Identification  

Requirement 201.6(c)(2)(i): 

[The risk assessment shall include a] description of the type of all natural hazards that can affect the jurisdiction. 
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4.1.1 Results and Methodology  

Using existing hazards data, plans from participating  jurisdictions, and input  gained through  planning and 

public meetings, the County and Tribal Planning Teams (CPT/TPTs) agreed upon a list of hazards that could 

affect the Region. 

Hazards data from FEMA, Montana Disaster and Emergency Services (DES), the 2018 State of Montana 

Multi -Hazard Mitigation  Plan, approved county and tribal plans from the participating Eastern Region 

counties, and many other sources were examined to assess the significance of these hazards to the planning 

area. The hazards evaluated in this plan include those that have occurred historically or have the potential 

to cause significant human and/or monetary losses in the future. 

The final list of hazards identified  and investigated for the 2022/2023 Eastern Region Multi -Hazard 

Mitigation  Plan includes: 

ǒ Communicable Disease 

ǒ Cyber Attack 

ǒ Dam Failure 

ǒ Drought  

ǒ Earthquake 

ǒ Flooding 

ǒ Hazardous Materials Incidents 

ǒ Landslide 

ǒ Severe Summer Weather 

ǒ Severe Winter Weather 

ǒ Human Conflict 

ǒ Tornadoes & Windstorms 

ǒ Transportation Accidents 

ǒ Volcanic Ash 

ǒ Wildland and Rangeland Fire 

Members of each CPT and TPT used a hazards worksheet to rate the significance of hazards that could 

potentially affect the region. Significance was measured in general terms, focusing on key criteria such as 

the likelihood for future occurrences of the event, frequency of past occurrences, geographical area 

affected, and damage and casualty potential. Table 4-1 represents the worksheet used to identify and rate 

the hazards and is a composite that includes input from all the participating jurisdictions. Note that the 

significance of the hazard may vary from jurisdiction  to jurisdiction. The County Annexes include further 

details on hazard significance by county and municipality.  

Table 4-1 Eastern Region Hazard Significance Summary Tabl e  

Hazard  Geographic Area  Magnitude/  Severity  Probability  Significance  

Communicable Disease Extensive Critical Occasional Medium 

Cyber-Attack Significant Critical Occasional Medium 

Dam Failure Significant Limited Unlikely Low 

Drought  Extensive Critical Highly Likely High 

Earthquake Significant Limited Likely Low 

Flooding Limited Critical Likely High 

Hazardous Material 

Incidents 

Limited Negligible  Highly Likely Low 

Landslide Limited Negligible  Occasional  Low 

Severe Summer Weather: 

hail, excessive heat, heat, 

heavy rain, lightning  

Extensive Critical Highly Likely High 

Severe Winter Weather: 

blizzard, cold/wind chill, 

extreme cold/wind chill, 

heavy snow, ice storm, 

Extensive Critical Highly Likely Medium 
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Hazard  Geographic Area  Magnitude/  Severity  Probability  Significance  

winter storm, winter 

weather 

Human Conflict 

(Terrorism, Civil Unrest, 

etc.) 

Significant Critical Occasional Medium 

Tornadoes & Windstorms Extensive Critical Highly Likely High 

Transportation Accidents Significant Limited Highly Likely Medium 

Volcanic Ash Extensive Limited Unlikely Low 

Wildland and Rangeland 

Fire 

Extensive Critical Highly Likely High 

Geographic Area  Probability of Future Occurrences  

Negligible : Less than 10 percent of planning area or 

isolated single-point occurrences  

Unlikely: Less than 1 percent probability of occurrence in the next 

year or has a recurrence interval of greater than every 100 years.  

Limited: 10 to 25 percent of the planning area or limited 

single-point occurrences  

Occasional: Between a 1 and 10 percent probability of occurrence 

in the next year or has a recurrence interval of 11 to 100 years.  

Significant: 25 to 75 percent of planning area or frequent 

single-point occurrences  

Likely: Between 10 and 90 percent probability of occurrence in the 

next year, or has a recurrence interval of 1 to 10 years  

Extensive: 75 to 100 percent of planning area or consistent 

single-point occurrences  

Highly Likely: Between 90 and 100 percent probability of 

occurrence in the next year or has a recurrence interval of less than 

1 year.  

Potential Magnitude/Severity  Overall Significance  

Negligible : Less than 10 percent of property is severely 

damaged, facilities and services are unavailable for less 

than 24 hours, injuries and illnesses are treatable with first 

aid or within the response capability of the jurisdiction.  

Low: Two or more of the criteria fall in the lower classifications or 

the event has a minimal impact on the planning area. This rating is 

also sometimes used for hazards with a minimal or unknown 

record of occurrences/impacts or for hazards with minimal 

mitigation potential.  

Limited: 10 to 25 percent of property is severely damaged, 

facilities and services are unavailable between 1 and 7 

days, injuries and illnesses require sophisticated medical 

support that does not strain the response capability of the 

jurisdiction, or results in very few permanent disabilities.  

Medium : The criteria fall mostly in the middle ranges of 

classifications and the eventõs impacts on the planning area are 

noticeable but not devastating. This rating is also sometimes 

utilized for hazards with a high impact rating but an extremely low 

occurrence rating.  

Critical: 25 to 50 percent of property is severely damaged, 

facilities and services are unavailable or severely hindered 

for 1 to 2 weeks, injuries and illnesses overwhelm medical 

support for a brief perio d of time or  result in many 

permanent disabilities and a few deaths. overwhelmed for 

an extended period of time or many deaths occur. 

High: The criteria consistently fall along the high ranges of the 

classification and the event exerts significant and frequent impacts 

on the planning area. This rating is also sometimes utilized for 

hazards with a high psychological impact or for hazards that the 

jurisdiction identifies as particularly relevant.  

Catastrophic: More than 50 percent of property is severely 

damaged, facilities and services are unavailable or 

hindered for more than 2 weeks, the medical response 

system is overwhelmed for an extended period of time or 

many deaths occur. 

  

 

Other Hazards Considered but not Profiled  

As part of the hazard identification process, the Regional Steering Committee and CPT/TPTs also noted 

other hazards that could impact the region but are not further profiled as impacts tend to be more isolated 

or do not result in local, state or federal disaster declarations.  These include wildlife hazards associated 

with human/wildlife interaction and collisions, and avalanches. Avalanche terrain exists on the far 

southwestern portion of the  Eastern region but ty pically impacts isolated and undeveloped areas. 

Disaster Declaration History  

As part of the hazard identification process, the Regional Steering Committee and CPT/TPTs researched 

past events that triggered  federal and/or  state emergency or disaster declarations in the planning area. 
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Federal and/or  state disaster declarations may be granted when the severity and magnitude  of an event 

surpasses the ability of the local government to respond and recover. Disaster assistance is supplemental 

and sequential. When the local governmentõs capacity has been surpassed, a state disaster declaration may 

be issued, allowing for the provision of state assistance. Should the disaster be so severe that both the local 

and state governmentsõ capacities are exceeded, a federal emergency or disaster declaration may be issued 

allowing for the provision of federal assistance. 

The federal government may issue a disaster declaration through FEMA, the U.S. Department of Agriculture 

(USDA), and/or the Small Business Administration (SBA). FEMA also issues emergency declarations, which 

are more limited  in scope and without  the long-term federal recovery programs of major disaster 

declarations. The quantity and types of damage are the determining factors. 

A USDA declaration will result in the implementation of the Emergency Loan Program through the Farm 

Services Agency. This program enables eligible farmers and ranchers in the affected county as well as 

contiguous counties to apply for low interest loans. A USDA declaration will automatically follow a major 

disaster declaration for counties designated major disaster areas and those that are contiguous to declared 

counties, including those that are across state lines. As part of an agreement with the  USDA, the SBA offers 

low interest loans for eligible businesses that suffer economic losses in declared and contiguous counties 

that  have been declared by the USDA. These loans are referred to as Economic Injury Disaster Loans. 

Table 4-2 provides information  on federal emergencies and disasters declared in the Eastern Region 

counties between 1953 and 2022. 

Table 4-2 Federal Disaster Declar ations in the Eastern Region, 1953 -2022 

Year Declaration Title  

Disaster 

Number  Area Impacted  

1975 
RAINS, SHOWMELT, STORMS & 

FLOODING 
DR-472-MT Wheatland 

1977 DROUGHT EM-3050-MT Golden Valley, Musselshell 

1978 FLOODING, SEVERE STORMS DR-558-MT 
Big Horn, Carbon, Powder River, Rosebud, 

Stillwater, Treasure, Yellowstone 

1986 
HEAVY RAINS, LANDSLIDES & 

FLOODING 
DR-761-MT Daniels, Dawson, Valley 

1986 SEVERE STORMS & FLOODING DR-777-MT McCone, Rosebud, Valley 

1997 
SEVERE STORMS, ICE JAMS, SNOW 

MELT, FLOODING 
DR-1183-MT All counties in Eastern Region 

1999 FISHEL CREEK FIRE COMPLEX FSA-2266-MT Musselshell 

2000 WILLIE FIRE FSA-2326-MT Carbon 

2000 WILDFIRES DR-1340-MT 

Most counties in Eastern Region except 

Daniels, Dawson, McCone, Prairie, Richland, 

Sheridan, Valley and Wibaux 

2000 WINTER STORM DR-1350-MT 
Carter, Fallon, McCone, Richland, Roosevelt, 

Sheridan, Wibaux 

2001 SEVERE STORMS DR-1377-MT Big Horn 

2003 MISSOURI BREAKS FIRE COMPLEX FM-2483-MT Garfield 

2005 HURRICANE KATRINA EVACUATION EM-3253-MT Statewide 

2006 SAUNDERS FIRE FM-2652-MT Stillwater 

2006 DERBY FIRE FM-2671-MT Stillwater 

2006 EMERALD HILLS FIRE FM-2669-MT Yellowstone 
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Year Declaration Title  

Disaster 

Number  Area Impacted  

2007 FORD ROAD FIRE FM-2723-MT Yellowstone 

2008 SEVERE WINTER STORM DR-1767-MT Carter, Custer, Fallon, Powder River 

2009 EAGLE MOUNT FIRE FM-2837-MT Stillwater 

2011 SEVERE STORMS AND FLOODING DR-1996-MT All counties in Eastern Region 

2011 CANYON CREEK FIRE FM-2950-MT Yellowstone 

2012 DAHL FIRE FM-2988-MT Musselshell 

2012 ASK CREEK FIRE FM-2989-MT Powder River, Rosebud 

2012 MONTANA WILDFIRES DR-4074-MT Rosebud, Powder River 

2013 FLOODING DR-4127-MT 
Musselshell, Rosebud, Custer, Dawson, 

McCone, Valley, Garfield 

2014 ICE JAMS AND FLOODING DR-4172-MT 

Stillwater, Wheatland, Golden Valley, 

Musselshell, Rosebud, Prairie, Dawson, 

Richland 

2014 
SEVERE STORMS, STRAIGHT-LINE 

WINDS, AND FLOODING 
DR-4198-MT Carter, Musselshell, Valley 

2016 TORNADO DR-4275-MT Fallen 

2017 LODGEPOLE FIRE COMPLEX FM-5194-MT Garfield 

2018 FLOODING DR-4388-MT Valley 

2018 FLOODING DR-4405-MT 
Carbon, Custer, Golden Valley, Musselshell, 

Treasure 

2019 FLOODING DR-4437-MT 
Daniels, Valley, McCone, Power River, 

Treasure, Stillwater 

2020 COVID-19 EM-3476-MT Statewide 

2020 COVID-19 PANDEMIC DR-4508-MT Statewide 

2020 SNIDER/RICE FIRE COMPLEX FM-5345-MT Custer, Powder River, Rosebud 

2020 HUFF FIRE FM-5343-MT Garfield 

2020 BOBCAT FIRE FM-5344-MT Musselshell, Yellowstone 

2020 FALLING STAR FIRE FM-5324-MT Stillwater, Yellowstone 

2021 POVERTY FLATS FIRE FM-5403-MT Big Horn 

2021 STRAIGHT-LINE WINDS 4608-DR-MT 
Garfield, McCone, Roosevelt, Richland, 

Dawson 

2021 ROBERTSON DRAW FIRE FM-5392-MT Carbon 

2021 RICHARD SPRING FIRE FM-5406-MT Rosebud 

2021 RICHARD SPRING FIRE 4623-DR-MT Rosebud, Big Horn 

2021 BUFFALO WILDFIRE FM-5399-MT Yellowstone 

2022 SEVERE STORMS AND FLOODING DR-4655-MT Carbon, Stillwater, Yellowstone 

 

National Risk Index Overview  

During the 2022/2023 planning process a relatively new online risk assessment tool became available from 

FEMA. The National Risk Index (NRI) is a dataset and online tool that helps illustrate the United States 

communities most at risk for 18 natural hazards. It was designed and built by FEMA in close collaboration 

with various stakeholders and partners in academia; local, state, and federal government; and private 

industry. The NRI leverages available source data for natural hazard and community risk factors to develop 

a baseline relative risk measurement for each United States county and census tract. The NRIõs interactive 

mapping and data-based interface enables users to visually explore individual datasets to better understand 
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what is driving a communityõs natural hazard risk. Users may also create reports to capture risk details on a 

community or conduct community -based risk comparisons, as well as export data for analysis using other 

software. Intended users of the NRI include planners and emergency managers at the local, regional, state, 

and federal levels, as well as other decision makers and interested members of the general public. 

The NRI provides relative Risk Index scores and ratings based on data for Expected Annual Loss (EAL) due 

to natural hazards, social vulnerability, and community resilience. Separate scores and ratings are also 

provided for each component: Expected Annual Loss, Social Vulnerability, and Community Resilience. Figure 

4-1 illustrates the NRI risk equation and components that define risk based on the expected annual loss 

times the social vulnerability divided by a communityõs resilience to that potential hazard.  

Figure 4-1 Generalized National Risk Index Risk Equation and Compon ents 

 

Source: FEMA NRI Technical Documentation 2021 

For the Risk Index and EAL, scores and ratings can be viewed as a composite score for all hazards or 

individually for each of the 18 hazard types. These 18 hazard types are listed in Figure 4-2. 

Figure 4-2 National Risk Index Hazard Types  

 

The NRI was evaluated by the Regional Steering Committee and Montana DESõs planning consultant to 

determine its applicability to the Eastern Region HIRA. An added benefit of leveraging NRI data for the 

regional plan included standardized methods for assessing risk on a county-by-county scale for most of the 

natural hazards in the HIRA. This included composite risk indicators for hazards previously lacking necessary 

data, consisting of subsets of summer and winter storms including cold wave, lightning, wind, and ice 

storms. The other benefit is that moving forward, FEMA will be periodically updating and improving the 

NRI, which should provide a valuable and standardized resource for future HIRA updates. 
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The HIRA sections for Drought, Severe Summer Weather, Severe Winter Weather, and Tornadoes & 

Windstorms contain the following aggregate risk products, mapped by WSP using NRI data: 

ǒ Annualized Frequency 

ǒ Composite Risk Index Rating 

ǒ Expected Annual Loss 

Sources of hazards and exposure data includes SHELDUS, National Oceanic and Atmospheric Administration  

(NOAA), U.S. Geological Survey (USGS), National Weather Service (NWS), and the USDA. Consequences of 

hazard occurrences are categorized into three different types: buildings, population, and agriculture. 

Additional details can be referenced in the FEMA NRI Technical documentation 2021, available at 

https://hazards.fema.gov/nri/ . 

Assets Summary  

Assets inventoried for the purpose of determining vulnerability include people, buildings, critical facilities, 

and natural, historic, or cultural resources. For the regional planning process two standard databases were 

utilized for the basis of building and critical facility data. The Montana Spatial Data Infrastructure (MSDI) 

Cadastral Parcel layer (April 2022) was used for improved parcel and building inventory th roughout  the 

region. This information provided the basis for building exposure and property types. Data current as of 

2022 was downloaded for all the counties within the Eastern Region, which was then analyzed using 

Geographic Information Systems (GIS) to create a centroid, or point, representing the center of each parcel 

polygon, for vulnerability analysis. A critical facility is defined as one that is essential in providing utility or 

direction either during the response to an emergency or during  the recovery operation. Much of this data 

is based on GIS databases associated with the 2022 Homeland Infrastructure Foundation-Level Data (HIFLD). 

Other critical facility databases were also used, such as the National Bridge Inventory (NBI) and data from 

Montana DES. Where applicable, this information was used in an overlay analysis for hazards such as flood 

and wildfire . More detail on assets potentially exposed to hazards can be found in the county annexes. 

FEMA organizes critical facilities into seven lifeline categories as shown in Figure 4-3-3. 

https://hazards.fema.gov/nri/
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Figure 4-3 FEMA Lifeline Categories  

 

These lifeline categories standardize the classification of critical facilities and infrastructure that provide 

indispensable service, operation, or function to a community. A lifeline is defined as providing indispensable 

service that enables the continuous operation of critical business and government functions, and is critical 

to human health and safety, or economic security. These categorizations are particularly useful as they: 

ǒ Enable effort consolidations between government and other organizations (e.g., infrastructure owners 

and operators). 

ǒ Enable integration of preparedness efforts among plans; easier identification of unmet critical facility 

needs. 

ǒ Refine sources and products to enhance awareness, capability gaps, and progress towards stabilization. 

ǒ Enhance communication amongst critical entities, while enabling complex interdependencies between 

government assets. 

ǒ Highlight lifeline related priority areas regarding general operations as well as response efforts. 

A summary of the critical facilities inventory for the Eastern Region can be found in Table 4-3 below. 
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Table 4-3 Summary of Critical Facilities Exposure Summarized by FEMA Lifelines  

County  C
o

m
m

u
n

ic
a
ti
o

n
s

 

E
n

e
rg

y
 

F
o

o
d
, 

W
a
te

r,
 S

h
e
lt
e
r

 

H
a
z
a
rd

o
u

s
 M

a
te

ri
a
ls

 

H
e
a
lt
h

 a
n

d
 M

e
d
ic

a
l

 

S
a
fe

ty
 a

n
d
 S

e
c
u

ri
ty

 
 

T
ra

n
s
p
o

rt
a
ti
o

n
 

T
o

ta
l 

Big Horn 41 53 28 6 0 33 137 298 

Carbon 38 37 18 3 3 35 86 220 

Carter 11 5 1 0 1 11 44 73 

Custer 29 25 9 2 4 30 76 175 

Daniels 12 14 0 0 0 13 40 79 

Dawson 34 14 6 5 2 26 110 197 

Fallon 21 41 4 2 0 16 39 123 

Garfield 16 1 3 0 1 12 32 65 

Golden Valley 2 16 4 0 2 10 20 54 

McCone 20 13 4 2 1 10 49 99 

Musselshell 1 2 11 0 3 17 1 35 

Petroleum 0 0 0 0 0 0 1 1 

Phillips 0 0 0 0 0 0 2 2 

Powder River 14 3 4 0 1 14 25 61 

Prairie 10 12 3 1 2 9 49 86 

Richland 32 40 8 14 5 29 104 232 

Roosevelt 53 38 9 11 0 40 62 213 

Rosebud 52 41 15 2 4 30 119 263 

Sheridan 27 24 6 1 2 19 68 147 

Stillwater 32 26 7 4 2 35 98 204 

Treasure 7 13 2 0 1 7 34 64 

Valley 58 40 15 1 2 33 105 254 

Wheatland 16 25 3 0 2 15 32 93 

Wibaux 5 7 2 0 1 9 29 53 

Yellowstone 232 78 63 37 26 157 295 888 

Total 763 568 225 91 65 610 1,657 3,979 

Source: HIFLD 2022, Montana DES, NBI 

Social Vulnerability  

Social vulnerability is broadly defined as the susceptibility of social groups to the adverse impacts of natural 

hazards, including disproportionate death, injury, loss, or disruption of livelihood. Social vulnerability 

considers the social, economic, demographic, and housing characteristics of a community that influence its 

ability to prepare for, respond to, cope with, recover from, and adapt to environmental hazards.  

The NRI has incorporated a social vulnerability index (SoVI) rating as a òconsequence enhancing risk 

componentó using the SoVI compiled by the Hazards and Vulnerability Research Institute in the Department 

of Geography at the University of South Carolina. This SoVI is a location-specific assessment and measures 
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the social vulnerability of U.S. counties to environmental hazards utilizing 29 socioeconomic variables which 

have been deemed to influence a communityõs vulnerability. The comparison of SoVI values between 

counties within the State allows for a more detailed depiction of  variances in risk and vulnerability. Figure 

4-4 shows this social vulnerability rating by county in Montana, with those counties shaded in darker red 

having the highest levels of social vulnerability.  

Figure 4-4 Social Vulnerability Rating by County in Montana  

 

The index can be used by the State to help determine where social vulnerability and exposure to hazards 

overlaps and how and where mitigation resources might best be used. The SoVI provides a score between 

0.01 and 100, with higher scores indicative of higher levels of social vulnerability. According to the index, 

the following, listed in order, are Montanaõs ten most socially vulnerable counties:  

1. Glacier County (Score 75.72)  

2. Roosevelt County (Score 70.60)  

3. Big Horn County (Score 70.32)  

4. Liberty County (Score 63.07)  

5. Meagher County (Score 62.99)  

6. Blaine County (Score 61.14)  

7. Mineral County (Score 59.05)  

8. Lake County (Score 55.77)  

9. Chouteau County (Score 54.59)  
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10. Pondera County (Score 54.24)  

Each of the above counties are also in the top 20 percent in the nation in terms of social vulnerability. The 

average national social vulnerability score is 38.35 and the average for Montana is 43.46. Glacier County for 

instance has a higher social vulnerability score than 99.2% of U.S. counties. In addition to the ten counties 

listed above, Wheatland, Valley, Sanders, Granite, Sheridan, Deer Lodge, Silver Bow, Petroleum, and Lincoln 

also rank in the top 20% most socially vulnerable counties nationwide. Figure 4-5 below shows the 

percentile of each countyõs social vulnerability ranking on a national scale.  

Figure 4-5 Social Vulnerability State Percentile  

 

Community Resilience  

Related to social vulnerability, the NRI utilizes community resilience as a òconsequence reduction 

component". Community Resilience can essentially be thought of as an inverse to social vulnerability. The 

NRI defines community resilience as the ability of a community to prepare for anticipated natural hazards, 

adapt to changing conditions, and withstand and recover rapidly from disruptions. There are multiple, well -

established ways to define community resilience at the local level, and key drivers of resilience vary between 

locations. Because there are no nationally available, bottom-up community resilience indices available, the 

Social Vulnerability and Community Resilience Working Group chose to utilize a top-down approach. The 

NRI relies on using broad factors to define resilience at a national level and create a comparative metric to 

use as a risk factor.  

The Community Resilience score is a consequence reduction risk factor and represents the relative level of 

community resilience in comparison to all other c ommunities at the same level. A higher Community 

Resilience score results in a lower Risk Index score. Because Community Resilience is unique to a geographic 

locationñspecifically, a countyñit is a geographic risk factor. Community resilience data are supported by 
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the University of South Carolinaõs Hazards and Vulnerability Research Institute (HVRI) Baseline Resilience 

Indicators for Communities (BRIC). HVRI BRIC provides a sound methodology for quantifying community 

resilience by identifying the ability of  a community to prepare and plan for, absorb, recover from, and more 

successfully adapt to the impacts of natural hazards. The HVRI BRIC dataset includes a set of 49 indicators 

that represent six types of resilience: social, economic, community capital, institutional capacity, 

housing/infrastructure, and environmental. It uses a local scale within a nationwide scope, and the national 

dataset serves as a baseline for measuring relative resilience. The data can be used to compare one place 

to another and dete rmine specific drivers of resilience, and a higher HVRI BRIC score indicates a stronger 

and more resilient community. Figure 4-6 below shows the community resilience rating for each county in 

Montana.  

Figure 4-6 Community Resilience Rating by County in Montana  

 

The community resilience rating can be useful in determining counties which have higher levels of ability to 

cope with hazards and identify success stories for building resilience. According to the index, the following, 

listed in order, are Montanaõs ten most resilient counties:  

1. Daniels County (58.16)  

2. Lewis and Clark County (57.80)  

3. Cascade County (57.72)  

4. Sheridan County (57.49)  

5. Yellowstone County (56.92)  

6. Hill County (56.90)  
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7. Chouteau County (56.79)  

8. Teton County (56.71)  

9. Sweet Grass County (56.63)  

10. Blaine County (56.17)  

Only a select few of the above counties are in the top 20 percent in the nation in terms of community 

resilience with those being limited to Daniels, Lewis and Clark, and McCone counties. The average 

community resilience score for the State of Montana is 54.43, which is slightly lower than the national 

average score of 54.59. Only 11.1% of counties in the country have a higher level of community resilience 

than Montanaõs highest rated county, Daniel County. In addition to the ten counties listed above, Petroleum, 

Silver Bow, Custer, Pondera, Carbon, Meagher, Gallatin, and Fergus counties each are identified as having 

relatively high levels of community resilience. Figure 4-7 below shows the percentile of each countyõs 

community resilience ranking on a national scale.  

Figure 4-7 Community Resilience State Percentile  

 

Adaptive capacity is the potential for a system to adjust to change and to potential damage and take 

advantage of opportunities, and cope with consequences. As such, other indicators of community resilience 

include whether local municipalities have planning departments and administrative and technical staff 

capabilities to address community needs during hazard events through effective planning processes, 

community engagement, and planning projects related to resiliency. Data from Headwater Economics was 

reviewed to map those counties that lack a Planning Department and/or a Zoning Ordinance. Figure 4-8 

shows the counties in Montana that do not have a Planning Department. In other words, these are the 

counties in the State that lack formal planning resources and have less capability for land use and hazard 
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mitigation  planning. These include the counties of Glacier, Blaine, Wheatland, Golden Valley, Musselshell, 

Treasure, Carter, McCone, and Daniels.  

Figure 4-8 Counties in Montana that Lack a Planning Department  

 

Mobile Homes  

Mobile and manufactured homes are the most common unsubsidized, affordable housing in the United 

States. Research shows that these structures face a disproportionately higher risk of flooding and also 

damage from wind events (Headwater Economics 2022). Approximately 9.2% of the housing types in 

Montana are mobile homes compared to approximately 5.6% mobile homes in the United States (U.S. 

Census 2020). Compared to those who live in other types of housing, mobile home residents have higher 

exposure to natural hazards such as wind, tornadoes, hurricanes, extreme heat, wildfire, and particularly 

flooding. For example, according to analysis by Headwater Economics, one in seven mobile homes is located 

in an area with high flood risk, compared to one in 10 for all o ther housing types (Headwater Economics 

2022). Figure 4-9 shows the number of mobile homes as a proportion to the number of households within 

the County.  
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Figure 4-9 Mobile Homes in Montana  

 

As shown above, Mineral, Petroleum, Powder River, and Carter counties have the highest number of mobile 

homes as a proportion to the number of households in that County. Other counties with 15% to 20% mobile 

home proportions include Lincoln, Sanders, Beaverhead, Glacier, Meagher, Stillwater, Golden Valley, Big 

Horn, Rosebud, Richland, and Fallon counties.  

4.2 Hazard Profiles  

Requirement §201.6(c)(2)(i): 

[The risk assessment shall ƛƴŎƭǳŘŜ ŀϐ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǘƘŜΧƭƻŎŀǘƛƻƴ ŀƴŘ ŜȄǘŜƴǘ ƻŦ ŀƭƭ ƴŀǘǳǊŀƭ ƘŀȊŀǊŘǎ ǘƘŀǘ Ŏŀƴ ŀŦŦŜŎǘ ǘƘŜ ƧǳǊƛǎŘƛŎǘƛƻƴΦ 
The plan shall include information on previous occurrences of hazard events and on the probability of future hazard events. 

The hazards identified in  Section 4.1 are profiled  individually in this section. Much of the profile information 

came from the same sources used to initially identify the hazards. 

4.2.1 Profile Methodology  

Each hazard is profiled  in a similar format  that  is described below: 

Hazard/Problem Description  

This subsection gives a description of the hazard and associated problems, followed  by details on the hazard 

specific to the Region. 

Geographical Area Affected  

This subsection discusses which areas of the Region are most likely to be affected by a hazard event. 

Negligible: Less than 10 percent of planning area or isolated single-point occurrences  

Limited: 10 to 25 percent of the planning area or limited single -point occurrences  

Significant: 25 to 75 percent of planning area or frequent single -point occurrences  
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Extensive: 75 to 100 percent of planning area or consistent single-point occurrences  

Past Occurrences  

This subsection contains information on historic incidents, including impacts where known. Information 

provided by the Regional Steering Committee is included here along with information from other data 

sources, including NOAAõs National Centers for Environmental Information (NCEI) Storm Events Database 

and other data sources. When available, tables showing county-specific data from the NCEI database may 

be found  in each hazard profile. 

Frequency/Likelihood of Occurrence  

The frequency of past events is used in this section to gauge the likelihood  of future occurrences. Based on 

historical data, the likelihood of future occurrences is categorized into one of the following classifications: 

Highly  Likelyñ90 to 100 percent chance of occurrence in next year or happens every year. 

LikelyñBetween 10 and 90 percent chance of occurrence in next year or has a recurrence interval of 10 

years or less. 

OccasionalñBetween 1 and 10 percent chance of occurrence in the next year or has a recurrence interval 

of 11 to 100 years. 

Unlikely ñLess than 1 percent chance of occurrence in next 100 years or has a recurrence interval of greater 

than every 100 years. 

The frequency, or chance of occurrence, was calculated where possible based on existing data. Frequency 

was determined by dividing the number of events observed by the number of y ears and multiplying by 100. 

Stated mathematically, the methodology  for calculating the probability  of future occurrences is: 

 # of known events  x100 

years of historic record 

This gives the percent chance of the event happening in any given year. An example would be three 

droughts  occurring over a 30-year period which equates to 10 percent chance of that hazard occurring any 

given year. 

Climate Change Considerations  

This describes the potential for climate change to affect the frequency and intensity  of the hazard in the 

future. 

Potential Magnitude and Severity  

This subsection discusses the potential magnitude of impacts, or extent, from a hazard event. Magnitude 

classifications are as follows: 

ǒ Negligible : Less than 10 percent of property is severely damaged, facilities and services are unavailable 

for less than 24 hours, injuries and illnesses are treatable with first aid or within the response capability 

of the jurisdiction.   

ǒ Limited : 10 to 25 percent of property is severely damaged, facilities and services are unavailable 

between 1 and 7 days, injuries and illnesses require sophisticated medical support that does not strain 

the response capability of the jurisdiction, or results in very few permanent disabilities.  

ǒ Critical : 25 to 50 percent of property is severely damaged, facilities and services are unavailable or 

severely hindered for 1 to 2 weeks, injuries and illnesses overwhelm medical support for a brief period 

of time or  result in many permanent disabilities and a few deaths. overwhelmed for an extended period 

of time or many deaths occur. 
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ǒ Catastrophic: More than 50 percent of property is severely damaged, facilities and services are 

unavailable or hindered for more than two weeks, the medical response system is overwhelmed for an 

extended period of time or many deaths occur.  

Vulnerability Assessment  

Vulnerability is the measurement of exposed structures, critical facilities, or populations relative to the risk 

of the hazard. For most hazards, vulnerability is a best estimate. Some hazards, such as flood, affect specific 

areas so that exposure can be quantified, and vulnerability assessments result in a more specific 

approximation. Other hazards, such as tornadoes, are random and unpredictable in location and duration 

that only approximate methods can be applied. The assessment was conducted through the study of 

potential impacts to the following specific assets: 

ǒ People  

ǒ Property  

ǒ Critical Facilities and Infrastructure 

ǒ Economy  

ǒ Historic and Cultural Resources 

ǒ Natural Resources  

Development Trends Related to Hazards and Risk  

This section describes how future development and growth could impact vulnerability to each hazard.  

Specific trends can be found in each county or tribal annex.  

Risk Summary  

This section summarizes risk by county according to the area affected, likelihood, and magnitude of impacts. 

Overall, Hazard Significance is summarized for the region and by county and tribe. If the hazard has impacts 

on specific towns or cities in the region that differ from the county, they are noted here, where applicable.  

4.2.2 Communicable Disease  

Hazard/Problem Description  

A communicable disease spreads from one person to another through a variety of ways that include  contact 

with blood and bodily fluids , breathing in an airborne virus, or being bitten by an insect.   

The scale of a communicable disease outbreak or biological incident is described by the extent of the spread 

of disease in the community. An outbreak can be classified as an endemic, an epidemic, or a pandemic 

depending on the prevalence of the disease locally and around the world.  

ǒ An endemic is defined as something natural to or characteristic of a particular place, population, or 

climate. For example, threadworm infections are endemic in the tropics. 

ǒ An epidemic is defined as a disease that spreads rapidly through a demographic segment of the human 

population, such as everyone in a given geographic area, a similar population unit, or everyone of a 

certain age or sex, such as the children or women of a region. 

ǒ A pandemic is defined as an extensive epidemic with effects felt worldwide.  

While many potential ly devastating diseases are spread through ingestion or insects, airborne diseases and 

those spread through physical contact pose higher risks to the community as they are difficult to control. 

Diseases such as influenza, pertussis, tuberculosis, and meningitis are all spread through these methods and 

pose a threat to communities. Health agencies closely monitor for diseases with the potentia l to cause an 

epidemic and seek to develop and promote immunizations.  
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A pandemic can be defined as a public health emergency that spans several countries or continents, usually 

affecting a large number of people.  Pandemics are most often caused by new subtypes of viruses or bacteria 

to which humans have little or no natural immunity . Even when there is a strong healthcare system in place, 

disease outbreaks can strain and overwhelm community resources.  

A pandemic disease could spread easily person-to-person, causing serious illness, and can sweep across 

the country and around the world in a very short time. Impacts could range from school and business 

closings to the interruption of basic services such as public transportation, health care, and the delivery of 

food and essential medicines. An especially severe pandemic could lead to high levels of illness, death, 

social disruption, and economic loss.  

Because of the process utilized to prepare vaccines, it is impossible to have vaccines pre-prepared to combat 

pandemics. Additionally, for novel viruses, identification of symptoms, mode of transmission, and testing 

and identification may require development, causing significant delays in response actions. A portion of the 

human and financial cost of a pandemic is related to the lag time to prepare a vaccine to prevent the future 

spread of the novel virus. In some cases, current vaccines may have limited activity against novel strains.  

Ongoing COVID -19 Pandemic  

Since March 2020, the State of Montana, the nation, and the world were dealing with the COVID-19 

pandemic. The COVID-19 virus has a much higher rate of transmission than the seasonal flu, primarily by 

airborne transmission of droplets  and bodily fluid s. Common symptoms include fever, cough, fatigue, 

shortness of breath or breathing difficulties, and loss of smell  and taste. While most people have mild 

symptoms, some people develop acute respiratory distress syndrome, with roughly one in five requiring 

hospitalizations. Recent studies have shown the average area-specific COVID-19 case fatality rate to be 2% 

- 3% worldwide, higher than previously reported estimates (Cao, Hiyoshi and Montgomery 2020). Case 

fatality rate, also called case fatality risk or case fatality ratio, in epidemiology, is the proportion of people 

who die from a specified disease among all individuals diagnosed with the disease over a certain period of 

time (Harrington 2022). The key challenge in containing the spread has been the fact that it can be 

transmitted by asymptomatic  people. 

2022 US Monkeypox Outbreak  

According to  the Center for Disease Control and Prevention (CDC), monkeypox is a rare disease caused by 

infection with the monkeypox virus. Monkeypox virus is part of the same family of viruses as smallpox. 

Monkeypox symptoms are similar to smallpox symptoms but milder , and monkeypox is rarely fatal. 

Symptoms of monkeypox can include fever, headache, muscle aches, swollen lymph nodes, chills, 

exhaustion, and a rash that can look like pimples or blisters. The rash goes through different stages before 

healing completely. Some people get a rash first, followed by other symptoms, while others only experience 

a rash. The illness typically lasts 2 to 4 weeks and can spread from the time symptoms start until the rash 

has fully healed and a fresh layer of skin has formed. People who do not have monkeypox symptoms cannot 

spread the virus to others.  

The virus can spread from person to person through: 

ǒ Direct contact with the infectious rash , scabs, or bodily fluids 

ǒ Touching items (such as clothing or linens) that previously touched the infectious rash or bodily fluids  

ǒ Respiratory secretions during prolonged, face-to-face contact, or intimate physical contact 

ǒ Touching items (such as clothing or linens) that previously touched the infectious rash or body fluids  

ǒ Placenta from pregnant person to fetus 

It is also possible for people to get monkeypox from infected animals, either by being scratched or bitten 

by the animal or by preparing , eating, or using products from an infected animal.  
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Monkeypox was discovered in 1958 when two outbreaks of a pox-like disease occurred in colonies of 

monkeys kept for research. Despite being named òmonkeypox,ó the source of the disease remains unknown. 

However, African rodents and non-human primates (like monkeys) might harbor the virus and infect people.  

The first human case of monkeypox was recorded in 1970. Before the 2022 outbreak, monkeypox had been 

reported in people in several central and western African countries. Previously, almost all monkeypox cases 

in people outside of Africa were linked to international travel to countries where the disease commonly 

occurs or through imported animals. These cases occurred on multiple continents. 

Based on CDCõs data, as of December 2, 2022, there are 82,021 cases all over the world  in 110 countries. 

There are 29,630 cases in the US and 7 in the State of Montana. The World Health Organization (WHO) 

declared Monkeypox Spread a Global Health Emergency on July 23, 2022.  

Hantavirus Pulmonary Syndrome (HPS)  

According to the State of Montanaõs Department of Public Health and Human Services (DPHHS), Hantavirus 

Pulmonary Syndrome (HPS) is another communicable disease of concern to the State of Montana. HPS is 

an illness caused by a family of viruses called hantaviruses. HPS is a rare but often serious illness of the 

lungs. In Montana, the deer mouse is the reservoir for the hantavirus. The virus is found in the droppings, 

urine, and saliva of infected mice. The most common way that a person can get HPS is by breathing in the 

virus when it is aerosolized (stirred up into the air). People can also become infected after touching mouse 

droppings or nesting materials that contain the virus and then touching their eyes, nose, or mouth.  

Geographical Area Affected  

The entirety of the Montana Eastern Region is susceptible to the spread of infectious diseases therefore the 

geographic area affected is Extensive . Disease usually spreads throughout vulnerable populations  and in 

areas where people live and work in close quarters. Depending on the specifics of the illness, these areas 

can include shelters, senior homes, schools, and places of business. In general, it is likely that the more 

populated areas may be affected sooner and may experience higher infection rates. 

The Montana DPHHS has reported 319,023 cases of COVID-19 statewide and 3,600 deaths as of December 

2, 2022. The current COVID-19 pandemic has affected all the counties in the Eastern Region. Table 4-4 

shows the total cases and deaths specific to the Eastern Region. Data specific to tribes are included in the 

nearest counties. The Eastern Region comprises approximately 24% of the statewide total cases and 32% of 

the statewide total deaths. In general, it is likely that the more -populated areas municipal areas may be 

affected sooner and may experience higher infection rates.  

Table 4-4 COVID-19 Cases and Deaths by County (as of December 0 9, 2022) 

County  Cases 

Cases Per Total 

Pop*.  Deaths 

Deaths Per Total 

Pop. 

Big Horn 5,619 42.6% 102 0.8% 

Carbon 2,406 22.9% 29 0.3% 

Carter 287 21.3% 5 0.4% 

Custer 3,463 28.9% 52 0.4% 

Daniels 454 26.1% 9 0.5% 

Dawson 2,724 30.3% 59 0.7% 

Fallon 775 25.2% 11 0.4% 

Garfield 250 25.7% 3 0.3% 

Golden Valley 166 20.2% 5 0.6% 

McCone 436 24.2% 9 0.5% 

Musselshell 1,075 22.3% 31 0.6% 
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County  Cases 

Cases Per Total 

Pop*.  Deaths 

Deaths Per Total 

Pop. 

Powder River 412 23.4% 10 0.6% 

Prairie 289 23.6% 4 0.3% 

Roosevelt 3,786 34.8% 75 0.7% 

Rosebud 3,070 36.3% 62 0.7% 

Sheridan 882 25.0% 13 0.4% 

Stillwater 1,701 19.1% 32 0.4% 

Treasure 145 20.9% 1 0.1% 

Valley 2,072 27.4% 39 0.5% 

Wibaux 243 23.9% 8 0.8% 

Wheatland 450 21.6% 14 0.7% 

Yellowstone 49,760 29.8% 588 0.4% 

Eastern Region 80,465 29.5% 1,161 0.40% 

Source: MT DPHHS COVID Dashboard  *Population total is based on U.S. Census Bureau ACS 5-Year Estimates   

Past Occurrences  

Since the early 1900s, five lethal pandemics have swept the globe: 

ǒ 1918-1919 Spanish Flu:  The Spanish Flu was the most severe pandemic in recent history. The number 

of deaths was estimated to be 50-100 million worldwide and  675,000 in the United States. Its primary 

victims were mostly young, healthy adults. At one point, more than 10% of the American workforce was 

bedridden. 

ǒ 1957-1958 Asian Flu: The 1957 Asian Flu pandemic killed 1.1 million people worldwide, including 

about 70,000 people in the United States, mostly the elderly and chronically ill. Fortunately, the virus 

was quickly identified, and vaccine production began in May 1957. 

ǒ 1968-1969 H3N2 Hong Kong Flu:  The 1968 Hong Kong Flu pandemic killed one million people 

worldwide and approximately 100,000 people in the United States. Again, the elderly were more 

severely affected. This pandemic peaked during school holidays in December, limiting student -related 

infections, which may have kept the number of infections down. Also, people infected by the Asian Flu 

ten years earlier may have gained some resistance to the new virus. 

ǒ 2009-2010 H1N1 Swine Flu:  This influenza pandemic emerged from Mexico in early  2009 and was 

declared a public health emergency in the US on April 26. By June, approximately 18,000 cases had 

been reported in the US and the virus had spread to 74 countries. Most cases were fairly mild, with 

symptoms similar to the seasonal flu, but there were cases of severe disease requiring hospitalization 

and some deaths. On May 11, 2009, the Montana DPHHS reported the state's first confirmed case of 

swine flu. As of January 21, 2010, there were 801 confirmed cases and 18 confirmed deaths in Montana.  

ǒ 2020-Ongoing COVID -19: The COVID-19 or novel coronavirus was detected in December 2019 and 

was declared a pandemic in March 2020. As of December 2, 2022, 643 million cases and 6.6 million 

deaths have been reported globally, including approximately 98.3 million cases and 1.1 million  deaths 

in the US. Worldwide there have been 13.0 billion vaccine doses administered. The response to the 

COVID-19 Pandemic included numerous public health orders, including stay-home orders, massive 

testing infrastructure, the establishment of alternate care sites to support the hospital system, and an 

unprecedented community -wide vaccination push. Montanaõs news leader KTVQ noted on  December 

2021 that COVID-19 was the leading cause of death among Montanaõs Native Americans in 2020. 

According to a report released by the Stateõs Department of Public Health and Human Services, COVID-

19 was responsible for 251 of the 1,022 total deaths among Montanaõs Native Americans in 2020. While 
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Native Americans only make up around 7% of the stateõs population, they accounted for 32% of the 

deaths and 19% of cases in the state from March to October of 2020 (Schubert 2021). 

According to  the 2019 DPHHS Communicable Disease in Montana Annual Report, the most recent annual 

report available, sexually transmitted diseases rank the highest among all the reported communicable 

diseases, followed by hepatitis, food & water borne diseases, and vaccine-preventable diseases, as shown 

in Figure 4-10.  

Figure 4-10 2019 Montana DPHHS Communicable Disease Rates  

 

The report also noted a sudden increase in the incidence of hepatitis A. While hepatitis A is spread through 

ingestion of the virus, primarily through close person contact or  the sharing of contaminated food or drink s, 

the 2019 outbreak was predominantly linked to injection drug use and transmission among people 

experiencing homelessness. Of the cases of hepatitis, A reported in Montana in 2019, almost half were 

reported in Yellowstone County.  

Also noted was the continued increase in the incidence of gonorrhea. However, it is believed that the 

increase in reported cases is partially due to an increase in screening tests being performed across the state, 

suggesting that gonorrhea has been underreported for many years.  
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Frequency/Likelihood of Occurrence  

Although it is impossi ble to predict the next disease outbreak, recent history shows these outbreaks are not 

uncommon and are likely to reoccur. Based on the five pandemics that have affected the United States in 

roughly the last 100 years, a pandemic occurs on average roughly every 20 years. In other words, there is a 

5% probability that a pandemic that affects the entire United States will occur in any given year. As a result, 

the likelihood of occurrence for communicable disease is Occasional.  

For the current COVID-19 pandemic, due to the virus's ability to mutate and rapidly infect  those who are 

not vaccinated, the pandemic may extend for several years, and booster vaccines may be necessary to 

prevent future outbreaks. In just the last couple of decades, the world has drastically increased points of 

transmissions through global travel and trade  to levels unseen in human history ð this may have a drastic 

impact on the frequency of  pandemics and the speed with which they spread in coming years. 

Climate Change Considerations  

As the Earthõs climate continues to warm, researchers predict wild animals will be forced to relocate their 

habitats ñ likely to regions with large human populations ñ dramatically increasing the risk of a viral jump 

to humans that could lead to the next pan demic. This link between climate change and viral transmission is 

described by an international research team led by scientists at Georgetown University, published in Nature 

(Georgetown University 2022). The scholars noted that the geographic range shifts due to climate change 

could cause species that carry viruses to encounter other mammals, sharing associated viruses thousands 

of times, which may then further be spread to humans. In addition, rising temperatures caused by climate 

change will impact  bats, which account for the majority of novel viral sharing. Batsõ ability to fly will allow 

them to travel long distances and share viruses in geographically dispersed places. Altogether, the study 

suggests that climate change will become the biggest upstream risk factor for disease emergence ñ 

exceeding higher-profile issues like deforestation, wildlife trade, and industrial agriculture. The authors 

highlight a need  to pair wildlife disease surveillance with real-time studies of environmental change 

(Carlson, C.J., Albery, G.F., Merow, C. et al., 2022). 

Potential Magnitude and Severity  

The magnitude of a disease outbreak or public health emergency will range significantly depending on the 

aggressiveness of the virus in question, the ease of transmission, and the efficacy of public health and 

medical responses. Pandemic influenza is easily transmitted from person to person but advances in medical 

technologies have greatly reduced the number of deaths caused by influenza over time. 

Today, a large percentage of the worldõs population is clustered in cities, making them ideal breeding 

grounds for epidemics. Additionally, the explosive growth in air travel means a virus could spread around 

the globe within hours, quickly creating a pandemic. Under such conditio ns, there may be very little warning 

time. It is estimated that  one to six months will have lapsed between the time that a dangerous new 

influenza strain is identified and the time that outbreaks begin to occur in the United States. Outbreaks are 

expected to occur simultaneously throughout much of the nation, preventing shifts in human and material 

resources that normally occur with other natural disasters. These aspects make influenza pandemic unlike 

most other public health emergenc ies or communi ty disasters. Pandemics typically last for several months 

to years. Taking into account the variations in viruses, the potential magnitude of communicable disease is 

Critical.   

As seen with the ongoing COVID-19 pandemic, the rapid spread of a virus combined with the need for 

increased hospital and coroner resources, testing centers, first responders, and vaccination administration 

sites causes significant strain on the medical system and public health departments. Additionally, other 

public health-related triggers or commingled public health hazards (such as an outbreak of another 
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pathogen) or even more contagious strains of COVID such as the recent Omicron, BA.5 and Delta B.1.617.2 

variant, can quickly lead to even more outbreaks.  

The Pandemic Intervals Framework (PIF) is a six-phased approach to defining the  progression of an influenza 

pandemic. This framework is used to guide influenza pandemic planning and provides recommendations 

for risk assessment, decision-making, and action. These intervals provide a common method to describe 

pandemic activit ies that can inform public health actions. The duration of each pandemic interval might 

vary depending on the  characteristics of the virus and the public health response. 

The six-phase approach was designed for the easy incorporation of recommendations into  existing national 

and local preparedness and response plans. Phases 1 through 3 correlates with preparedness in the pre-

pandemic interval, including capacity development and  response planning activities, while Phases 4 through 

6 signal the need for response and mitigation efforts during the pandemic interval.  

Pre-Pandemic Interval 

Phase 1 is the natural state in which influenza viruses circulate continuously among animals (primarily birds) 

but do not affect humans.  

Phase 2 occurs when an animal influenza virus circulating among domesticated or wild animals is known 

to have caused infection in humans and is thus considered a potential pandemic threat. Phase 2 involves 

cases of animal influenza that have circulated among domesticated or wild animals and have caused specific 

cases of infection among humans. 

Phase 3 represents the mutation of t he animal influenza virus in humans so that it can be transmitted to 

other humans under certain circumstances (usually very close contact between individuals). At this point, 

small clusters of infection have occurred. 

Phase 4 is characterized by verified human-to-human transmission of the virus able to cause òcommunity-

level outbreaks.ó The ability to cause sustained disease outbreaks in a community marks a significant upward 

shift in the risk for a pandemic. Phase 4 involves community-wide outbreaks as the virus continues to mutate 

and becomes more easily transmitted between people (for example, transmission through the air) 

Phase 5 is characterized by verified human-to-human spread of the virus in at least two countries in one 

WHO region. While most countries will not be affected at this stage, the declaration of Phase 5 is a strong 

signal that a pandemic is imminent and that the time to finalize the organization, communication, and 

implementation of the planned mitigation measures is short.  

Phase 6, the pandemic phase, is characterized by community-level outbreaks in at least one other country 

in a different WHO region in addition to the criteria defined in Phase 5. The designation of this phase will 

indicate that a global pandemic is underway.  

Vulnerabil ity Assessment  

People 

Pandemics can affect large segments of the population for long periods. The number of hospitalizations 

and deaths will depend on the virulence of the virus. Risk groups cannot be predicted with certainty; the 

elderly, people with und erlying medical conditions, and young children are usually at higher risk, but as 

discussed above, this is not always the case. People without health coverage or access to good medical care 

are also likely to be more adversely affected.  

According to the  2020 ACS 5-Year Estimates of the Eastern Region, 18.5% of the Regionõs population is 65 

years of age or older, 5.7% of the population is 5 years of age or younger, and 11.7% experienced poverty 

in the prior 12 months.  For comparison, within the State of Montana, those over 65 years of age make up 

18.7% of the population , those under five years of age make up 5.8% of the population, and 12.8% of the 
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Stateõs population had income in the past 12 months below poverty level . This shows that the population 

at risk to communicable disease in Eastern Montana is similar to the Stateõs population exposure.  

However, impacts, mortality rates, speed and type of spread are disease-specific. As seen with the current 

COVID-19 pandemic statewide, according to the Stateõs DPHHS, the most positive cases occurred in the 30-

49 age group. Hospitalizations and deaths, however, happened more within the  over 50 age group.  

Property  

Communicable diseases would not have direct impacts on infrastructure or the built  environment. Should 

infrastructure require human intervention to fulfill vital functions,  these functions could be impaired by 

absenteeism, sick days and isolation, quarantine, and disease prophylaxis measures. As concerns about 

contamination increase, property may be quarantined or destroyed as a precaution against spreading 

illness. Additionally, traditional sheltering facilities , including shelters for persons experiencing 

homelessness or facilities to support displaced persons during an evacuation, cannot be done in a 

congregate setting. This requires additional planning considerations or the use of facilities that allow for 

non-congregate shelter settings which may require an approval from FEMA and may have an increased 

cost. 

Critical Facilities and Lifelines  

The impacts of a communicable disease on critical infrastructure and lifelines would center on service 

disruption due to staff missing work  and on shortages in essential resources and supplies to perform 

services, as seen with personal protective equipment during the COVID-19 pandemic within the health and 

medical sector.  

While automated systems and services that allow for the physical distancing of staff from other persons 

may fare better through a communicable disease incident, all critical infrastructure sectors and lifelines 

would likely be affected due to the globalization of supply chains, services, and interdependency of most 

communities.  

Economy  

A widespread communicable disease outbreak could have devastating impacts on the Eastern Regionõs 

economy. The economic impacts fall under two categories ð economic losses as a result of the disease, and 

economic losses to fight the disease. Economic impacts as a result of a disease include those costs 

associated with lost work and business interruption. Depending on the disease and the type and rate of 

spread, businesses could see a loss of consumer base as people self-isolate or avoid travel. This could last 

for a protracted amount  of time, compounding economic loss. Economic costs are also associated with 

incident response. Two of the biggest areas of cost are public information efforts and mass prophylaxis. 

In a normal year, lost productivity due to ill ness costs US employers an estimated $530 billion. During a 

pandemic, that figure would likely be considerably high and could trigger  a recession or even a depression. 

According to an October 2020 report by The Journal of American Medical Association (JAMA) Network, the 

estimated cumulative financial costs of the COVID-19 pandemic related to the COVID-19 economic 

recession and compromised health (premature death, mental health, long-term health impairment) in the 

US population was almost $16 trillion. As of July 29, 2021, the Montana Coronavirus Relief Fund has awarded 

over $819 million to businesses and nonprofits across the State to support economic recovery efforts.  

Historic and Cultural Resources   

As mentioned previously, communicable diseases would not  have specific impacts on the built or natural 

environment, including  historic and cultural resources. However, historic and cultural resources are often 

intertwined with the tourism industry, therefore reduced tourism could lead to impacts such as a loss of 

revenue needed for resource maintenance.  
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Natural Resources  

Impacts on natural resources can vary. Some ecosystems showed signs of improvement during peak covid-

19 lockdown. However, some zoonotic diseases can spread from animals to humans, wreaking havoc on 

both populations. Examples of zoonotic diseases include avian flu, swine flu, tuberculosis, plague, and 

rabies. 

Development Trends Related to Hazards and Risk   

Population growth and development contribute to pandemic exposure. Future deve lopment in the  Eastern 

Region has the potential to change how infectious diseases spread through the community and impact 

human health in both the short and long term. New development may increase the number of people and 

facilities exposed to public health hazards and greater population concentrations (often found in special 

needs facilities and businesses) put more people at risk. During a disease outbreak, those in the immediate 

isolation area would have little to no warning, whereas the population further away in the dispersion path 

may have some time to prepare and mitigate against disease depending on the hazard, its transmission, 

and public notification.  

Risk Summary  

In summary, the Communicable Disease hazard is considered to be overall Medium  significance for the 

Region. Variations in risk by jurisdiction are summarized in the table below, along with  key issues from the 

vulnerability assessment. 

ǒ Pandemics affecting the U.S. occur roughly once every 20 years, meaning there is a roughly 5% chance 

a pandemic will happen each year, but they cannot be reliably predicted.  

ǒ Effects on people will vary, while the elderly, people with underlying medical conditions, and young 

children are usually at higher risk. 

ǒ Effects on property are typically minimal, although quarantines could result in short -term closures.  

ǒ Effects on economy: lost productivity due to illness and potential business closures could potentially 

have severe economic impacts. Social distancing requirements and fear of public gatherings could 

significantly reduce in-person commerce. 

ǒ Effects on critical facilities and infrastructure: community lifelines, such as healthcare facilities, like 

hospitals will be impacted and may be overwhelmed and have difficulty maintaining operations due to 

bed availability, medical staffing shortages, and lack of PPE and other supplies. 

ǒ Unique jurisdictional vulnerability: As mentioned above, COVID-19 was the leading cause of death in 

Montanaõs Native American tribes, likely due to economic and societal structures.  

ǒ Ongoing mitigation activities should focus on disease prevention, especially during flu season. This 

includes, but is not limited to, pre -season community outreach campaigns to educate the public about 

risks and available support; establishing convenient vaccination centers; reaching out to vulnerable 

populations and caregivers; and issuing advisories and warnings. 

ǒ Related Hazards: Human Conflict.  

Table 4-5 Risk Summary Table:  Communicable Disease  

Jurisdi ction  

Overall 

Significance  Additional Jurisdictions  Jurisdictional Differences?  

Eastern Region Medium   

Big Horn High Hardin, Lodge Grass Big Horn has the lowest rate of insurance, and the 

highest rate of COVID-19 infections in the Eastern 

region, which suggest vulnerability to 

communicable disease. 
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Jurisdi ction  

Overall 

Significance  Additional Jurisdictions  Jurisdictional Differences?  

Carbon Medium Bearcreek, Bridger, Joliet, 

Fromberg, Red Lodge 

None 

Carter Medium Ekalaka None 

Custer Medium Ismay, Miles City None 

Crow Tribe Medium  NA 

Daniels Medium Scobey, Flaxville None 

Dawson Low Richey, Glendive None 

Fallon Medium Plevna, Baker Societal and economic structures have increased 

poor outcomes from communicable diseases in 

Native communities. 

Fort Peck Tribes High Jordan None 

Garfield Medium Ryegate, Lavina Garfield has the lowest population density of all 

counties in Montana which lowers the risk of 

communicable disease spread. 

Golden Valley Medium Circle None 

McCone Low Roundup Dawson has a low population density and  a high 

rate of health insurance, lowering the risk of 

spread and increasing the probability of medical 

intervention.  

Musselshell Medium  None 

Northern 

Cheyenne 

High Broadus Societal and economic structures have increased 

poor outcomes from communicable diseases in 

Native communities. 

Powder River Medium Terry None 

Prairie Medium Fairview, Sidney A significant portion of Prairie Countyõs 

population is over the age of 65 and is therefore 

more susceptible to communicable diseases. 

Richland Medium Wolf Point, Poplar, Froid, 

Bainville, Poplar, 

Culbertson 

None 

Roosevelt High Colstrip, Forsyth Roosevelt has the highest rate of poverty in the 

Eastern Region which would impact its ability to 

adapt to a communicable disease event. 

Rosebud Medium Outlook, Westby, 

Plentywood, Medicine 

Lake 

None 

Sheridan Medium Columbus None 

Stillwater Medium Hysham None 

Treasure Medium Fort Peck, Glasgow, 

Nashua, Opheim 

None 

Valley Medium Harlowton, Judith Gap None 

Wheatland Medium Wibaux None 

Wibaux Medium Billing, Laurel, Broadview None 

Yellowstone High  Yellowstone has the largest population per square 

mile of all counties in Montana, which increases 

the likelihood of disease spread. 
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4.2.3 Cyber-Attack  

Hazard/Problem Description  

The Merriam-Webster dictionary defines cyber-attacks as òan attempt to gain illegal access to a computer 

or computer system to cause damage or harm.ó Cyber-attacks use malicious code to alter computer 

operations or data. The vulnerability of computer systems to attacks is a growing concern as people and 

institutions become more dependent upon networked technologies. The Federal Bureau of Investigation 

(FBI) reports that òcyber intrusions are becoming more commonplace, more dangerous, and more 

sophisticated,ó with implications for private- and public-sector networks. Cyber threats can take many forms, 

including: 

ǒ Phishing attacks:  Phishing attacks are fraudulent communications that appear to come from legitimate 

sources. Phishing attacks typically come through email but may come through text messages as well. 

Phishing may also be considered a type of social engineering meant to exploit employees into paying 

fake invoices, providing passwords, or sending sensitive information. 

ǒ Malware attacks:  Malware is malicious code that may infect a computer system. Malware typically 

gains a foothold when a user visits an unsafe site, downloads untrusted software, or may be 

downloaded in conjunction with a phishing attack. Malware can remain undetected for years and spread 

across an entire network. 

ǒ Ransomware:  Ransomware typically blocks access to a jurisdictionõs/agencyõs/ businessõ data by 

encrypting it. Perpetrators will ask for a ransom to provide the security key and decrypt the data, 

although many ransomware victims never get their data back even after paying the ransom. 

ǒ Distributed Denial of Service (DDoS) attack : Perhaps the most common type of cyber attack, a DDoS 

attack seeks to overwhelm a network and causes it to either be inaccessible or shut down. A DDoS 

typically uses other infected systems and internet-connected devices to òrequestó information from a 

specific network or server that is not configured or powerful enough to handle the traffic.  

ǒ Data breach : Hackers gaining access to large amounts of personal, sensitive, or confidential information 

has become increasingly common in recent years. In addition to networked systems, data breaches can 

occur due to the mishandling of external drives. 

ǒ Critical Infrastructure/SCADA System attack:  There have been recent critical infrastructure 

Supervisory Control and Data Acquisition (SCADA) system attacks aimed at taking down lifelines such 

as power plants and wastewater facilities. These attacks typically combine a form of phishing, malware, 

or other social engineering mechanisms to gain access to the system.  

Cyber-attacks are rapidly increasing in the United States. The FBI Internet Crime Complaint Center (IC3) was 

developed to provide the public with a direct way to report cyber crimes to the FBI. In 2021, the FBI Internet 

Crime Report reported a record number of cyber -attacks, with a 7% increase from 2020. The events reported 

to the FBI are used to track the trends and threats from cyber criminals to combat cyber threats and protect 

U.S. citizens, businesses, and government from future attacks.  

Geographical Area Affected  

Cyber-attacks can and have occurred in every location regardless of geography, demographics, and security 

posture. Anyone with information online is vulnerable to a cyber -attack. Incidents may involve a single 

location or multiple geographic areas. A disruption can have far-reaching effects beyond the location of the 

targeted system; disruptions that occur far outside the State can still impact people, businesses, and 

institutions within Eastern Region. All servers in the Eastern Region are potentially vulnerable to cyber -

attacks. Businesses, industry, and even individuals are also susceptible to cyber-attacks. Therefore, the 

geographic extent of cyber-attack is Significant . 
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Past Occurrences  

According to the FBIõs 2021 Internet Crime Report, the FBI received 2.76 million complaints with $18.7 billion 

in losses over the last five years due to cyber-attacks. The Crime Report also noted a trend of increasing 

cybercrime complaints and losses each year. Nationwide losses in 2021 alone exceeded $6.9 billion, a 392% 

increase since 2017. According to the  2021 Report, Montana ranked 48/57 among U.S. territories in the total 

number of victims , with 1,188 victims of cyber-crime, and 49th in total victim losses, with $10,107,283 in total 

losses, 

Data on past cyber-attacks impacting Montana was gathered from The Privacy Rights Clearinghouse. The 

Privacy Rights Clearinghouse, a non-profit organization based in San Diego, maintains a timeline of 9,741 

data breaches resulting from computer hacking incidents in the United States from 2005-2021. The 

database lists 35 data breaches against systems located in Montana totaling almost 1.5 million impacted 

records; it is difficult to know how many of those affected residents in the Montana Eastern Region. Attacks 

happening outside of the State can also impact local businesses, personal identifiable information, and 

credit card information. Table 4-6 shows several of the most significant cyber-attacks in Montana in recent 

years. The data aims to provide a general understanding of the impacts of cyber-attacks by compiling an 

up-to-date list of inciden ts but is limited by the availability of data: òThis is an incomplete look at the true 

scope of the problem due in part to varying state laws.ó 

Table 4-6 Major Cyber Attacks Impacting Montana ( 10,000+ Records) , 2005-2021 

Date 

Reported  Target  City  

Organization 

Type 

Total 

Records Type of Attack  

7/7/2014  Montana Department 

of Public Health & 

Human Services 

-  Healthcare 1,062,509 Hacked by an Outside Party or 

Infected by Malware 

1/30/2008  Davidson Companies Great 

Falls 

Business 226,000 Hacked by an Outside Party or 

Infected by Malware 

3/11/2011  OrthoMontana  Billings Healthcare 37,000 Portable Device (lost, discarded 

or stolen laptop, PDA, 

smartphone, memory stick, 

CDs, hard drive, data tape, etc.) 

1/15/2 016 New West Health 

Services dba New 

West Medicare 

Kalispell Healthcare 28,209 Portable Device (lost, discarded 

or stolen laptop, PDA, 

smartphone, memory stick, 

CDs, hard drive, data tape, etc.) 

4/14/2017  Eastern Health 

Screening 

-  Healthcare 15,326 PHYS 

Source: The Privacy Rights Clearinghouse 

In total, the Privacy Rights Clearinghouse has reported 35 attacks in Montana since 2005 with a total of 

1,471,889 records. Of these records lost in Montana, a majority were from healthcare organizations. It is 

difficult to know how many of these incidents  affected residents in the Montana Eastern Region. 

The Montana Department of Agriculture temporarily took the USAHERDS web-based software offline in the 

year 2021 to allow the applicationõs developer to beef up security following a suspected Chinese state-

sponsored cyberattack. USAHERDS is used to track livestock by at least 18 US states. The suspected attacker 

ð APT41, had carried out a hacking campaign that comprised the networks of at least six US state 

governments (Power 2022) .  
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In February 2020, it is reported that Ryuk ransomware hacked the computer system of the Havre Public 

Schools. Despite the major scare, it was eventually concluded that the hackers did not gain access to student 

and employee information  (Dragu 2020) . 

On April 3, 2015, Eastern Montana Clinic notifie d almost 7,000 patients of a payment data hack. The hacker 

bypassed the Clinic websiteõs security measures and obtained access to the demographic and credit card 

information of 6,994 patients who paid their bill(s) via the link on the Clinicõs website.  The information 

available to the hacker included patient names, addresses, telephone numbers, email addresses, dates and 

amounts of credit card transactions, and the last four  digits of patientsõ credit card numbers.  In addition, 

approximately 44 patientsõ full credit card information was compromised. The Clinic took  steps to mitigate 

any further harm to patients from this security incident  ("Eastern Montana Clinic Notifies Almost 7,000 

Patients Of Payment Data Hack" 2015) . 

Frequency/Likelihood of Occurrence  

Small-scale cyber-attacks such as DDoS attacks occur daily, but most have negligible impacts at the local 

or regional level. Data breaches are also extremely common, but again most have only minor impacts on 

government services. Additionally, the FBI Internet Crime Report 2021 found that there is a trend of 

increasing cyber-attacks over the past 5 years. These trends are shown in Figure 4-11. 

Figure 4-11  Trends of the Frequency of Cyber -attacks, 201 7-2021 

 

Source: The FBI Internet Crime Report 2021 

Perhaps of greatest concern to the Eastern Region are ransomware attacks, which are becoming increasingly 

common. It is difficult to calculate the odds of the Eastern Region or one of its jurisdictions being hit with a 

successful ransomware attack in any given year, but it is likely to be attacked in the coming years. 
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The possibility of a larger disruption affecting systems within the Region is a constant threat, but it is 

difficult to quantify the exact probability due to such highly variable factors as the type of attack and 

intent of the attacker. Major attacks specifically targeting systems or infrastructure in the Eastern Region 

cannot be ruled out. Therefore, the probabilit y of future cyber-attack is Occasional . 

Climate Change Considerations  

Changes in development have no impact on the threat, vulnerability, and consequences of a cyber-attack.  

Potential Magnitude and Severity  

There is no universally accepted scale to explain the severity of cyber-attacks. The strength of a DDoS attack 

is often explained in terms of a data transmission rate. One of the largest DDoS disruptions ever, known as 

the Dyn Attack which occurred on October 21, 2016, peaked at 1.2 terabytes per second and impacted some 

of the internetõs most popular sites, including Amazon, Netflix, PayPal, Twitter, and several news 

organizations. 

Data breaches are often described in terms of the number of records or identities exposed. The largest data 

breach ever reported occurred in August 2013, when hackers gained access to all three billion Yahoo 

accounts. The hacking incidents associated with Montana in the Privacy Rights Clearinghouse database are 

of a smaller scale, ranging from 201 records to approximately 1.06 million, along with several cases in which 

an indeterminate number of records may have been stolen. 

Ransomware attacks are typically described in terms of the amount of ransom requested, or the amount of 

time and money spent to recover from the attack. One report from cybersecurity firm Emsisoft estimates 

the average successful ransomware attack costs $81 million and can take 287 days to recover from. 

Therefore, the potential magnitude and severity of cyber -attack is Critical . 

Vulnerability Assessment  

People 

Injuries or fatalities from cyber-attacks would generally only be possible from a major cyber-terrorist attack 

against critical infrastructure. More likely impacts on the public are financial losses and an inability to access 

systems such as public websites and permitting sites. Indirect impacts could include interruptions to traffic 

control systems or other infrastructure. 

The FBI Internet Crime Reports on the victims of cyber-attack by age group. While the number of cyber -

attack complaints is comparable across age groups, the losses increase significantly as age group increases, 

with individuals 60 years and older experiencing the greatest losses. This is likely due to seniors being less 

aware of cyberthreats, lack of the tools to identify  cyberthreats, and óGrandparent Scamsó, which is a 

cyberattack where criminals impersonate a loved one in need, such as a grandchild, and ask for money. 

Figure 4-12 displays the breakdown of victims by age group in 2021. 
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Figure 4-12  Victims by Age Group in 2021  

 

Source: The FBI Internet Crime Report 2021 

Property  

Most cyber-attacks affect only data and computer systems and have minimal impact on the general 

property. However, sophisticated attacks have occurred against the SCADA systems of critical infrastructure, 

which could potentially result in system failures on a scale equal to natural disasters. Facilities and 

infrastructure such as the electrical grid could become unusable. A cyber-attack took down the power grid 

in Ukraine in 2015, leaving over 230,000 people without power. A ransomware attack on the Colonia Pipeline 

in 2021 caused temporary gas shortages on the East Coast. The 2003 Northeast Blackout, while not the 

result of a cyber-attack, caused 11 deaths and an estimated $6 billion in economic loss. 

Critical Facilities and Lifelines  

An article posted on July 31, 2022, by government technology mentions that despite the lack of major 

headline-grabbing cyber-attacks against U.S. critical infrastructure so far in 2022, our global cyber battles 

continue to increase. Worldwide cyber actions are becoming less covert. Besides, according to IBMõs 2022 

annual Cost of a Data Breach Report, almost 80 percent of critical infrastructure organizations studied don't 

adopt zero-trust strategies, seeing average breach costs rise to $5.4 million ð a $1.17 million increase 
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compared to those that do. All while 28 percent of breaches amongst these organizations were ransomware 

or destructive attacks (Lohrmann 2022). 

Cyber-attacks can interfere with emergency response communications, access to mobile data terminals, and 

access to critical pre-plans and response documents. According to the Cyber & Infrastructure Security 

Agency (CISA), cyber risks to 9-1-1 systems can have òsevere impacts, including loss of life or property; job 

disruption for affected network users; and financial costs for the misuse of data and subsequent resolution.ó 

CISA also compiled a recent list of attacks on 9-1-1 systems including a DDoS in Arizona, unauthorized 

access with stolen credentials in Canada, a network outage in New York, and a ransomware attack in 

Baltimore. 

Moreover, the delivery of services can be impacted since governments rely to a great extent on the 

electronic delivery of services. Most agencies rely on server backups, electronic backups, and remote options 

for Continuity of Opera tions and Continuity of Government. Access to documents on the network, OneDrive 

access, and other operations that require collaboration across the Eastern Region will be significantly 

impacted. 

In addition, p ublic confidence in the government will likely suffer if systems such as permitting, DMV, voting, 

or public websites are down for a prolonged  amount of time. An attack could raise questions regarding the 

security of using electronic systems for government services. 

Economy  

Data breaches and subsequent identi ty thefts can have huge impacts on the public. The FBI Internet Crime 

Report 2021 reported losses in Montana due to cyber-attacks totaled $10,107,283 in 2021 alone. 

Economic impacts from a cyber-attack can be debilitating. The cyber-attack in 2018 that took down the City 

of Atlanta cost at least $2.5 million in contractor costs and an estimated $9.5 million additional funds to 

bring everything back online. The attack in Atlanta took more than a third of the 424 software programs 

offline and recovery lasted more than 6 months. The 2018 cyber-attack on the Colorado Department of 

Transportation  cost an estimated $1.5 million. None of these statistics consider the economic losses to 

businesses and ongoing IT configuration to mitigate a future cyber -attack. 

Additionally,  a 2016 study by Kaspersky Lab found that  roughly one in five ransomware victims who pay 

their attackers never recover their data. A 2017 study found ransomware payments over a two-year period 

totaled more than $16 million. Even if a victim is perfectly prepared with full offline data backups, recovery 

from a sophisticated ransomware attack typically costs far more than the demanded ransom. 

Historic and Cultural Resources   

Most cyber incidents have little to no impact on historic, cultural, or natural resources. A major cyber 

terrorism attack could potentially impact the environment by triggering a release of hazardous materials, 

or by causing an accident involving hazardous materials by disrupting traffic control devices. 

Natural Resources  

Most cyber-attacks would have a limited impact on natural resources. There are cases, such as a cyber-

attack on a hydroelectric dam, that could result in catastrophic consequences to natural and human-built 

environments in the case of a flood. If a cyber-attack occurred on several upstream dams and released 

significant amounts of water downstream, the additional pressure put on downstream dams could fail, 

resulting in massive flood events. This would not only jeopardize the energy system that relies on these 

dams but also cause significant damage to the natural environment. 

Development Trends Related to Hazards and Risk   

Changes in development have no impact on the threat, vulnerability, and consequences of a cyber-attack. 

Cyber-attacks can and have targeted small and large jurisdictions, multi-billion -dollar companies, small 
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mom-and-pop shops, and individual citizens. The decentralized nature of the internet and data centers 

means that the cyber threat is shared by all, regardless of new construction and changes in development. 

Risk Summary  

ǒ Overall, cyber-attacks are rated as a Medium  significance in the planning area 

ǒ Cyber-attacks can occur anywhere and on any computer network, therefore, this hazard is rated as 

Significant  location 

ǒ There is an increasing trend in the number of cyber-attacks in the U.S. each year, therefore, the 

frequency of cyber-attack is rated as Likely  

ǒ Cyber-attacks can result in significant economic losses, interruptions of critical facilities and services, 

and confidential data leaks; therefore, magnitude is ranked as Critical  

ǒ People ages 60+ are the most likely age group to experience the greatest monetary losses, although 

anyone of any age can be a victim to a cyber-attack 

ǒ Small businesses worth less than $10 million and local governments are increasingly becoming targets 

for cyber-attack, with criminals assuming these smaller organizations will lack the resources to prevent 

an attack 

ǒ Critical infrastructure, such as the energy grid and first responder communication, is vulnerable to 

cyber-attack and disruption  

ǒ Significant economic losses can result from cyber-attacks if the attackers ask for ransom 

ǒ Jurisdictions with a significantly large population and advanced infrastructure  are most likely to 

experience cyber-attacks  

Table 4-7 Risk Summary Table:  Cyber Attack  

Jurisdiction  

Overall 

Significance  Additional Jurisdictions  Jurisdictional Differences?  

Eastern Region Medium  None 

Big Horn Medium Hardin, Lodge Grass None 

Carbon Medium Bearcreek, Bridger, Joliet, Fromberg, 

Red Lodge 

None 

Carter Medium Ekalaka None 

Crow Tribe Medium  None 

Custer Medium Ismay, Miles City None 

Daniels Medium Scobey, Flaxville None 

Dawson Medium Richey, Glendive None 

Fallon Medium Plevna, Baker None 

Garfield Medium Jordan None 

Golden Valley Medium Ryegate, Lavina None 

McCone Medium Circle None 

Musselshell Medium Roundup None 

North Cheyenne Tribe Medium  None 

Powder River Medium Broadus None 

Prairie Medium Terry None 

Richland Medium Fairview, Sidney None 

Roosevelt Medium Wolf Point, Poplar, Froid, Bainville, 

Poplar, Culbertson 

None 

Rosebud  Medium Colstrip, Forsyth None 

Sheridan Medium Outlook, Westby, Plentywood, 

Medicine Lake 

None 
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Jurisdiction  

Overall 

Significance  Additional Jurisdictions  Jurisdictional Differences?  

Stillwater Medium Columbus None 

Treasure Medium Hysham None 

Valley Medium Fort Peck, Glasgow, Nashua, Opheim None 

Wheatland Medium Harlowton, Judith Gap None 

Wibaux Medium Wibaux None 

Yellowstone Medium Billing, Laurel, Broadview None 

 

4.2.4 Dam Failure  

Hazard/Problem Description  

A dam is a barrier constructed across a watercourse that stores, controls, or diverts water. Dams are 

constructed for a variety of uses, including flood protection, power, agriculture/irrigation, water supply, and 

recreation. The water impounded behind a dam is referred to as the reservoir and is usually measured in 

acre-feet, with one acre-foot being the volume of water that covers one acre of land to a depth of one foot. 

Depending on local topography, even a small dam may have a reservoir containing many acre-feet of water. 

Dams serve many purposes, including irrigation control, providing recreation areas, electrical power 

generation, maintaining water levels, and flood control.  

Dam failures and releases from dams during heavy rain events can result in downstream flooding. Water 

released by a failed dam generates tremendous energy and can cause a flood that is catastrophic to life 

and property. Two factors that influence the potential severity of a full or partial dam fail ure are the amount 

of water impounded and the density, type, and value of downstream development and infrastructure. The 

speed of onset depends on the type of failure. If the dam is inspected regularly then small leaks allow for 

adequate warning time. Once a dam is breached, however, failure and resulting flooding occurs rapidly. 

Dams can fail at any time of year, but the results are most catastrophic when the dams fill or overtop during 

winter or spring rain/snowmelt events.  

A catastrophic dam failure could challenge local response capabilities and require evacuations to save lives. 

Impacts to life safety would depend on the warning time and the resources available to notify and evacuate 

the public and could include major loss of life and potentially catast rophic damage to roads, bridges, and 

homes. Associated water quality and health concerns could also be an issue. 

Dam failures are often the result of prolonged rainfall and overtopping, but can happen in any conditions 

due to erosion, piping, structural de ficiencies, lack of maintenance and repair, or the gradual weakening of 

the dam over time. Other factors that can lead to dam failure include earthquakes, landslides, improper 

operation, rodent activity, vandalism, or terrorism.  

According to FEMA, dams are classified in three categories that identify the potential hazard to life and 

property: 

ǒ High  hazard  - Dams where failure/mis-operation will probably cause loss of human life . 

ǒ Significant  hazard  - Dams where failure or mis-operation results in no probable loss of human life but 

can cause economic loss, environmental damage, disruption of lifeline facilities, or impact other 

concerns. Significant hazard potential classification dams are often located in predominantly rural or 

agricultural areas but could be located in areas with population and  significant infrastructure . 

ǒ Low  hazard  - Dams where failure or mis-operation results in no probable loss of human  life and low 

economic and/or environmental losses. Losses are principally limited to the ownerõs property. 
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Dam inundation can also occur from non-failure events or incidents such as when outlet releases increase 

during periods of heavy rains or high inflows. Controlled releases to allow water to escape when a reservoir 

is overfilling can help prevent future overtopping or failure. When outlet releases are not enough, spillways 

are designed to allow excess water to exit the reservoir and prevent overtopping. This can protect the dam 

but result in flooding downstream. Dam safety incidents are defined as situations at dams that require an 

immediate response by dam safety engineers. Detailed below in Figure 4-8 are the high, significant, and 

low hazard dams organized by county in the Eastern region. The Eastern region has the lowest number of 

high hazard dams of the three regions in the State, and 100% of the high hazard dams have Emergency 

Action Plans (EAPs) on file. 

Table 4-8 Eastern Region Dam Summary Table  

County  # High Hazard  # Significant  # Low Total  

Percentage of High hazard 

Dam with EAP  

Big Horn 5 3 64 72 100% 

Carbon 2 - 11 13 100% 

Carter - 7 104 111 - 

Custer - 3 173 176 - 

Daniels - 1 19 20 - 

Dawson 1 1 62 64 100% 

Fallon 2 4 30 36 100% 

Garfield - 8 236 244 - 

Golden Valley - - 8 8 - 

McCone 1 8 111 120 100% 

Musselshell 1 1 28 30 100% 

Powder River - 4 43 47 - 

Prairie - 1 48 49 - 

Richland 1 10 67 78 100% 

Roosevelt - 4 35 39 - 

Rosebud 4 5 261 270 100% 

Sheridan 1 1 22 24 100% 

Stillwater 4 - 7 11 100% 

Treasure - - 16 16 - 

Valley - 5 140 145 - 

Wheatland 8 5 23 36 100% 

Wibaux - - 13 13 - 

Yellowstone 1 2 22 25 100% 

Total 31 73 1,543 1,647 
 

Source: Montana Department of Natural Resources and Conservation (DNRC) Dam Safety Program, Montana State Library, NID, 

HIFLD 2022, Montana DES, NBI 

Geographical Area Affected  

The geographical area affected by dam failure is potentially Significant . According to the Nati onal Inventory 

of Dams (NID), there are a total of 1,647 dams throughout the counties of the Eastern Region. Thirty-one 

(31) of these dams are high hazard, and 73 are significant hazard dams, with the remainder being low hazard 

dams. 100% of the high hazard dams in the Eastern Region have EAPs on file. High and significant hazard 
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dams located in and adjacent to the region are  also shown on the map below, as some of these dam 

facilities, if impacted, can impact the Eastern Region. In some cases, there is inundation mapping, limited to 

privately owned high hazard dams, based on data from the MT DNRC. Additionally,  there are limited  

inundation zones for dams owned by the Bureau of Indian Affairs (BIA), used with permission. Other 

federally owned dams are highlighted in yellow and do not have publicly available inundation mapping.  
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Figure 4-13 Eastern Region Dam s 

 


